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Pre-Analysis Review 

�� �$�U�F�K�L�W�H�F�W�X�U�H���5�H�Y�L�H�Z�� including physical connections, placement of routers and switches, 
DMZ placement, network segmentation and apparent threats to exposed services.

�� �3�U�R�F�H�G�X�U�H�V���5�H�Y�L�H�Z����contextual review of manual and automated network operations

�� �&�D�S�D�E�L�O�L�W�L�H�V���5�H�Y�L�H�Z�� short-term authorizations and priority channels

Analysis

�� �7�U�D�]�F���$�Q�D�O�\�V�L�V�����D���I�H�Z���G�D�\�V�����Z�R�U�W�K���R�I���G�D�W�D���W�U�D�]�F���L�V���U�H�F�R�U�G�H�G�����V�H�F�X�U�H�O�\���D�Q�G���Q�R�Q���L�Q�W�U�X�V�L�Y�H�O�\�����X�V�L�Q�J��
�D���5�D�G�L�5�R�Z���P�L�F�U�R���F�R�P�S�X�W�H�U���W�K�D�W���L�V���F�R�Q�Q�H�F�W�H�G���W�R���W�K�H���R�S�H�U�D�W�R�U���V���2�7���Q�H�W�Z�R�U�N�����7�K�H���U�H�F�R�U�G�H�G���W�U�D�]�F��
is analyzed to create a network baseline model and for reporting purposes. 

�� �&�R�Q�4�J�X�U�D�W�L�R�Q���$�Q�D�O�\�V�L�V�����Y�H�U�L�4�F�D�W�L�R�Q���R�I���V�Z�L�W�F�K���D�Q�G���4�U�H�Z�D�O�O���V�H�W�W�L�Q�J�V�����D�V���Z�H�O�O���D�V���R�W�K�H�U���V�D�I�H�J�X�D�U�G�V

�� �3�H�Q�H�W�U�D�W�L�R�Q���$�Q�D�O�\�V�L�V�� examination of vulnerability points on the network

Report, Design and Implementation

�� �$�Q�D�O�\�V�L�V���5�H�S�R�U�W�� detailed status report including comprehensive network map, various 
parameters of network activity and delineation of vulnerabilities by device and connection

�� �'�H�W�D�L�O�H�G���'�H�V�L�J�Q���D�Q�G���–�P�S�O�H�P�H�Q�W�D�W�L�R�Q���5�R�D�G���0�D�S�� outlining the security needs and solutions to 
ensure protection against known and unknown threats

Three Easy Steps to Protecting your ICS Network
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High-level network summary report

 

�$�F�W�X�D�O���Q�H�W�Z�R�U�N���G�L�D�J�U�D�P�����J�H�Q�H�U�D�W�H�G���E�\���5�D�G�L�5�R�Z���V���L�6�–�'���G�L�V�S�O�D�\�L�Q�J���Q�H�W�Z�R�U�N���Q�R�G�H�V�����F�R�P�P�X�Q�L�F�D�W�L�R�Q���F�K�D�Q�Q�H�O�V�����Q�H�W�Z�R�U�N��
and process redundancies, protocols and relation to physical processes. 

Network activity/top cyber-attacks

 

ACTIVITY BY PROTOCOL 

 

 

TOP CYBER ATTACKS 
 

 

 

 

 

 

 
 

Protocol Read Write  Diagnostic  O & M Other  

ModBus 25 5 15 1 0 

Ethernet/IP 22 3 11 1 2 

HTTPS 36 5 12 3 0 

DNP3 3 1 17 2 0 

SSH 2 11 1 0 2 

HTTP 10 0 0 0 0 

Cyber attack Number of 
incidents 

 6 detceteD etadpU cigoL redienhcS

 5 205 troP PCT no noitacinummoC subdoM-noN

 5 nacS edoC noitcnuF

 3 kcattA SOD elbissoP ,eziS tekcaP lagellI

 2 revres nimdAyMphp ni tpmetta ssecca roodkcaB
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