


Three Easy Steps to Protecting your ICS Network

Pre-Analysis Review

SUFKLWHFWXUH 5HYLHZ including physical connections, placement of routers and switches,
DMZ placement, network segmentation and apparent threats to exposed services.

BURFHGXUHY 5HYLHZ contextual review of manual and automated network operations
& DS DELOLWL KHhortstetnd Buthorizations and priority channels

Analysis

7TUD]F $QDOOMVHZ GD\V ZRUWK RI GDWD WUD]F LV UHFRUGHG VHF.
D 5DGL5RZ PLFUR FRPSXWHU WKDW LV FRQQHFWHG WR WKH RSHU
is analyzed to create a network baseline model and for reporting purposes.

&RQ4IJXUDWLRQ $QDIOANDWLRQ RI VZLWFK DQG 4UHZDOO VHWWLQJ
3SHQHWUDW L R @x&@riaton dflvMinerability points on the network

Report, Design and Implementation
$QDO\VLV Hiet&ledstatus report including comprehensive network map, various
parameters of network activity and delineation of vulnerabilities by device and connection

'"HWDLOHG 'HVLJQ DQG —PSOH P HaihwibgiHeR&ubBtReEds@bdSolutions to
ensure protection against known and unknown threats
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$FWXDO QHWZRUN GLDJUDP JHQHUDWHG E\ 5DGL5RZ V L6-' GLVSOD\LQJ QHWZRUN QRGHV FRPPXQLFDWL
and process redundancies, protocols and relation to physical processes.
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